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IMPORTANT SECURITY MESSAGE - MASSIVE GLOBAL RANSOMWARE ATTACK UNDERWAY
There are ongoing global ransomware attack targeting computers that are running windows operating
system on the network. The ransomware, which has spread globally, has been infecting computers by
exploiting a Windows vulnerability involving the Server Message Block protocol, a file-sharing feature.
Computers that do not have the latest windows security updates are vulnerable to these attacks.

Computers infected will have their data encrypted, and display a ransom note demanding $300 or $600 in
bitcoin to free the files. Fortunately, Windows 10 customers were not targeted in Friday’s attack. Microsoft
has been aware of the vulnerability since March 2017 when it patched the vulnerability that the ransomware
exploits, but only for newer Windows systems. That’s left older Windows machines, or those users who
failed to patch newer machines in risk. The ransomware was initially found spreading through attachments
in email phishing campaigns. In certain cases, the scam emails pretended to represent a bank alert about
a money transfer, according to Cisco’s Talos security group.
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In order to protect yourself, please ensure you update your Windows operating system as soon as possible.
Patches are available on Microsoft websites. Users can also protect themselves by being careful about such
emails. However, users of old Windows systems can now download a patch to protect them from this week’s
massive ransomware attack. In a rare step, Microsoft published a patch for Windows XP, Windows Server
2003 and Windows 8, and all of the operating systems for which it does no longer provides mainstream
support.
Businesses can also prevent this by disabling the Server Message Block protocol in vulnerable PCs. They
can also use a firewall to block unrecognized internet traffic from accessing the networking ports the Server
Message Block uses.
Fortunately, Friday’s ransomware attack may have been contained. A security researcher who goes by the
name MalwareTech has activated a sort of kill-switch in WannaCry that stops it from spreading.
Unfortunately, the kill-switch’s activation will provide no relief to existing victims. The ransomware will
persist on systems already infected.
We advise victims to wait before paying the ransom. It’s possible that the Microsoft free antivirus software,
Windows Defender, along with other third-party security products from those including Kaspersky Lab and
Avast, can detect and remove the threat.
As a Microsoft Partner, and security advisor, Afrimax Technologies Ltd can help you with enterprise-grade
security control for your business. Please reach out to us via our contacts below.
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